DISS. ETH NO. 27737

LEVERAGING WORKLOAD KNOWLEDGE
TO DESIGN DATA CENTER NETWORKS

A dissertation submitted to attain the degree of

DOCTOR OF SCIENCES of ETH ZURICH
(Dr. sc. ETH Zurich)

presented by

VOJISLAV DUKIC
Master of Science in Computer Science, FTN Novi Sad

born on 05.07.1991.

accepted on the recommendation of

Prof. Dr. Ankit Singla (ETH Zurich), examiner
Prof. Dr. Ana Klimovic (ETH Zurich), co-examiner
Prof. Dr. Gustavo Alonso (ETH Zurich), co-examiner
Dr. Paolo Costa (MSR Cambridge), co-examiner

2021






ABSTRACT

Data center networks are at the heart of cloud infrastructure. They allow
cloud workloads to scale, be flexible, and meet the needs of modern businesses.
Since the demand for higher bandwidth, lower latency, and minimal resource
cost, is growing, cloud providers must continuously improve the e Cciehcy
of their infrastructure. The key to achieving optimal performance of data
center networks is to understand the communication needs and behavior of
modern cloud workloads.

Intuitively, as cloud operators collect more knowledge about their tenants
and applications, i.e., obtain workload specifications like required bandwidth,
tail latency requirements, time to first byte, etc., they can use that knowledge
to precisely provision the physical network infrastructure and deploy sophis-
ticated control algorithms that maximize performance, increase utilization,
and reduce the cost of cloud resources. However, obtaining and leveraging
workload specifications is challenging in practice. On the one hand, users
do not have clear incentives in terms of performance and cost benefits to
invest the e [art and help obtain the specifications of their workloads. On the
other hand, cloud operators cannot provide those benefits without having
a substantial number of workload specifications. Thus, many proposed sys-
tems that depend on application-specific knowledge remain in the domain of
academic research, despite their significant performance advantages.

To break this vicious circle, we propose a set of methods, theoretical results,
and systems that enhance the process of obtaining and using workload speci-
fications in the data center network environment. Moreover, we demonstrate
how to explore and utilize the space of various workload specifications. We
start the exploration from coarse-grained insights from the past execution
of cloud workloads and demonstrate how they can be used to reduce the



cost of physical network infrastructure. Our system, Iris, leverages historical
knowledge to reduce the overall cost of one of the most expensive parts of
cloud networks — Data Center Interconnect (DCI) — by an order of magnitude
compared to equivalent workload-agnostic solutions.

Furthermore, we analyze how to obtain fine-grained workload specifications
that describe the future behavior of cloud applications and use them to
enhance network e [ciehcy. Thanks to our system, Flux, we automatically
infer advance specifications using machine learning methods. Then, we show
how to leverage these specification estimates to deploy sophisticated network
control and scheduling mechanisms that achieve an order of magnitude
improvement in terms of flow completion time and queue occupancy compared
to the systems deployed in the cloud today.

Finally, we provide a set of rules and guidelines that cloud providers
need to satisfy in order to motivate tenants to collaborate in the process of
obtaining and utilizing workload specifications, and ultimately, make these
specification-dependant systems practical in the modern cloud environment.



ZUSAMMENFASSUNG

Rechenzentren bilden das Kernstiick der Cloud-Infrastruktur. Sie ermdglichen
die Cloud-Workloads zu skalieren, flexibel zu sein und die Anforderungen
moderner Unternehmen zu erfillen. Da die Nachfrage nach héherer Band-
breite, geringerer Latenz und minimalen Ressourcenkosten wachst, missen
Cloud-Anbieter die E [ziehz ihrer Infrastruktur kontinuierlich verbessern.
Der Schlissel zur Erzielung einer optimalen Leistung von Rechenzentren be-
steht darin, die Kommunikationsanforderungen und das Verhalten moderner
Cloud-Workloads zu verstehen.

Wenn Cloud-Betreiber mehr Wissen tber ihre Kunden und Anwendungen
sammeln, d.h. Workload-Spezifikationen erhalten, kdnnen sie dieses Wissen
intuitiv nutzen, um die physische Netzwerkinfrastruktur prazise bereitzustel-
len und ausgefeilte Steuerungsalgorithmen bereitzustellen, die die Leistung
maximieren, die Auslastung erhéhen und die Cloud-Kosten senken. In der
Praxis ist es jedoch eine Herausforderung, Spezifikationen fiir den Workload
zu erhalten und zu nutzen. Einerseits haben Kunden keine klaren Anreize
in Bezug auf Leistung und Kostenvorteile um den Aufwand rechtzufertigen
eine Spezifikation ihrer Workloads zu erstellen. Auf der anderen Seite kdnnen
Cloud-Betreiber diese Vorteile nicht bieten, ohne Uber eine erhebliche Anzahl
von Workload-Spezifikationen zu verfiigen. Daher bleiben viele vorgeschlage-
ne Systeme, die von anwendungsspezifischem Wissen abhangen, trotz ihrer
erheblichen Leistungsvorteile im Bereich der akademischen Forschung.

Um dieses Zirkelverhalten zu durchbrechen, schlagen wir eine Reihe von
Methoden, theoretischen Ergebnissen und Systemen vor, die den Prozess
des Abrufs und der Verwendung von Workload-Spezifikationen in der Netz-
werkumgebung des Rechenzentrums verbessern. Daruber hinaus zeigen wir,
wie verschiedene Typen von Workload-Spezifikationen erkundet und genutzen



werden kdnnen. Wir beginnen die Untersuchung mit grobkdrnigen Einsichten
Uber das Verhalten von Cloud Workload in der Vergangenheit an und zeigen,
wie sie verwendet werden kdnnen, um die Kosten der physischen Netzwerkin-
frastruktur zu senken. Unser System, Iris, nutzt historische Spezifikationen,
um die Gesamtkosten eines der teuersten Teile von Cloud-Netzwerken - Da-
ta Center Interconnect (DCI) - um eine Grdssenordnung im Vergleich zu
aquivalenten spezifikationsunabhangigen Lésungen zu senken.

Dartber hinaus analysieren wir die Verwendung feinkérniger Workload-
Spezifikationen, die das zukiinftige Verhalten von Cloud-Anwendungen be-
schreiben. Dank unseres Systems Flux erhalten wir automatisch Vorabspezi-
fikationen mit Methoden des maschinellen Lernens. Anschliessend zeigen wir,
wie diese Spezifikationsschatzungen genutzt werden kénnen, um ausgefeilte
Netzwerksteuerungs- und Planungsmechanismen bereitzustellen, mit denen
sich die Ablaufzeit und die Warteschlangenbelegung im Vergleich zu den heute
in der Cloud bereitgestellten Systemen um eine Grdssenordnung verbessern
lassen.

Schliesslich bieten wir eine Reihe von Regeln und Einschrankungen, die
Cloud-Anbieter erfullen mussen, um Kunden zur Zusammenarbeit beim
Abrufen und Verwenden von Workload-Spezifikationen zu motivieren und
diese spezifikationsabhéngigen Systeme letztendlich in der modernen Cloud-
Umgebung praktikabel zu machen.
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INTRODUCTION

Data center networks are at the core of modern cloud infrastructure. The
growing demand for more and faster data processing has pressured cloud
operators to continuously innovate and improve the performance of their net-
works. These e orts have resulted in advances in physical network equipment,
network control algorithms, and infrastructure management.

However, data center networks still struggle to meet the needs of modern
businesses. Existing and emerging applications like disaggregated cloud [1],
[2], autonomous driving [3], [4], cloud gaming [5] [7], or virtual reality [8], [9],
all have bandwidth and latency requirements that cannot be fully satis ed
by today's cloud networks.

Besides high performance, cloud providers must ensure the lowest possible
cost of their infrastructure. Competitive cloud computing market and user
needs force major cloud providers to invest in new technologies that lower the
cost of network hardware components, simplify network management, and
reduce network operating costs. Another factor that drastically increases the
communication cost is that cloud networks do not operate at the maximum
utilization. To support the congestion-free operation of the network, cloud
operators rarely stress their communication infrastructure beyond 50% of its
maximum capacity [10] [12].

Providing high-performance, cheap, and reliable communication in the
modern cloud is still an open problem, and there is signi cant room for im-
provement. Making cheaper and faster hardware [13] [15], optimizing network
topology [16] [18], and improving routing and congestion avoidance [19] [21],
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are all active research directions that try to meet the demanding communica-
tion requirements of modern cloud applications.

Although very di erent in implementation, many techniques for improving
the e ciency of cloud networks have something in common implicitly
or explicitly, they rely on having knowledge about the workloads that are
running within data centers. Information about how much data applications
are going to send, where, and when, can help cloud operators specialize their
systems for particular application needs, and at the same time, precisely
provision network capacity, synchronize applications and network ows to
avoid congestion, or recon gure the network to suit application needs.

Intuitively, we can assume that:

The more we specialize our data centers for their target workloads, the
higher their performance and e ciency will be.

Thesis goal: The main goal of this thesis is to explore how to specialize
physical data center network design as well as network control and scheduling
algorithms by leveraging knowledge about cloud applications. We are inter-
ested in obtaining more knowledge about cloud workloadsi.e., obtaining
workload speci cations and characteristics, and using those speci cations
to improve the e ciency of cloud network infrastructure. This entails an
exploration of what workload speci cations exist, how to obtain them, and
how to exploit them in various aspects of data center network design.



1.1 cloud environment

1.1 Cloud environment

The cloud environment allows cloud providers to have excellent visibility
into application behavior, learn about application needs, and deploy new
systems that leverage that knowledge to improve network e ciency. Cloud

infrastructure provides great exibility and supports custom changes to

almost any part of the network stack, which is impossible in more constrained
networks like the Internet.

Making a global change on the Internet requires an agreement between
multiple organizations (Autonomous Systems) that constitute the network.
These organizations must agree on protocols, interfaces, and data transfer
cost. However, this is challenging in practice because the interests of these
organizations are often con icting. Autonomous systems are driven by the
business needs of their owners, and in many cases in uenced by the policies
of the local governments, which makes the process of deploying various types
of changes slow and impractical.

On the other hand, data center networks are ruled and operated by a single
organization. This allows cloud operators to have full visibility and control over
their infrastructure and eliminate many business-incentive-related challenges
that exist on the Internet. This centralized control and exibility bring
freedom to develop and quickly deploy techniques that require sophisticated
changes at any point in the network stack.

Let us illustrate this contrast between the Internet and cloud networks
with an example. Traditionally, TCP uses packet loss as a signal for network
congestion. This approach is relatively simple because it does not require any
in-network hardware support. Instead, source/designation hosts can use a set
of timers and heuristics to detect packet loss. Although appealing because
of its implementation simplicity, this approach has a negative performance
impact it takes too long to detect congestion. An old idea to mitigate this
problem is to equip switches with Explicit Congestion Noti cation (ECN)
capability so that they can immediately notify senders and receivers about
congestion within the network [22]. Although ECN has been standardized



introduction

since 2001 [23] and requires only a tiny change to the network hardware, it is
not entirely supported on the Internet to this day [24].

What took decades to be implemented on the Internet requires months
within the cloud. Since a new transport protocol that was tailored for the
cloud, DCTCP [19], required ECN support, cloud providers were eager to
deploy suitable hardware con guration in all of their data centers immediately.
In return, DCTCP provided substantial improvements in performance thanks
to e cient congestion avoidance.

Having a exible environment is only a precondition for achieving high net-
work e ciency. Next, we explore the opportunities to leverage that exibility
to maximize network performance.

1.2 Making cloud networks more e cient

Building and operating cloud networks is expensive. They contribute to
around 15% of the total cost of cloud infrastructure [25], which, at the
current scale of cloud computing, translates to tens of billions of dollars that
ultimately cloud users need to cover. Furthermore, violations of the network
Service Level Agreement (SLA) due to poor performance and unreliable
hardware create a substantial expense both for cloud providers and cloud
users. It has been show that the increase in network latency [26], [27] and the
number of network outages [28], [29] do serious damage to modern businesses.

The factors and challenges that determine the performance and cost of the
data center networks are fundamentally not di erent from those that appear
in other types of networks, for instance: how to detect and handle partial and
complete hardware failures, how to pick the proper network topology, how
to balance the network tra ¢ and choose the optimal route for each data
ow, or how to handle congestion when multiple ows collide on the same
path. Although all of those problems have solutions that operators developed
for other types of networks, their performance can be drastically improved
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within data centers because of the exibility that the cloud environment
provides across the entire network stack.

At a high level, we can de ne two classes of techniques for building more
e cient networks.

Improving the cost and performance of physical network infrastruc-
ture and devices used to build the networkBuilding the right physical
network topology to provide su cient performance to various cloud
applications has a critical impact on the overall e ciency of cloud in-
frastructure. Besides performance, important factors to consider when
building a physical network are management complexity, network ex-
pandability, and component cost. Previous work has focused on various
static [16] [18] and dynamic [30] [33] topologies that try to strike the
right balance between cost, performance, and complexity.

Another approach to increasing physical infrastructure performance

is to rely on advancements in the domain of network hardware. New
achievements in the domain of optical transceivers [14], [34] and switch-
ing fabric [35], [36] make networks cheaper, faster, and more reliable.

Improving data, control, and management plane algorithms on top of
physical infrastructure. Once the physical layer is established, there is
substantial room for improvement of performance and e ciency by using
smart tra ¢ control algorithms. Full control over the network allows
cloud providers to deploy unconventional and sophisticated approaches
to congestion control, routing, packet forwarding and prioritization [19],
[37] [39].

These techniques usually operate at much ner granularity compared
to physical layer optimizations. They focus on the needs of individual
applications and act at the level of network ows [40], owlets [41], or
co ows [42], [43].

Note that many of these optimizations at both layers have something in
common they are made possible by particular insights about application
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behavior. Knowing the application goals and how applications behave under
di erent circumstances can help us make smarter decisions about network
provisioning, routing, or tra ¢ engineering. we call this knowledge about a
particular application workload speci cation.

Next, we describe the main characteristics of workload speci cations and
how to deploy systems that leverage those speci cations to improve network
e ciency in the modern cloud environment.

1.3 Workload speci cations

Knowing how much tra ¢ an application is going to send, when, and where,
i.e., having a network workload speci cation, allows cloud providers to apply
sophisticated optimization techniques to maximize performance and reduce
the cost. The more knowledge we obtain about the running workload, the
better we can integrate applications with the network infrastructure and
ultimately bring them closer to optimal performance.

For instance, knowing the size of each network owcan be used to prior-
itize latency-sensitive tra ¢ over more robust background tra ¢ [12], [44].
That same information is also helpful to perform bandwidth allocation and
altogether avoid the need for congestion control mechanisms [38], [45]. Fur-
ther, understanding at what point in time an application is going to use
the network is critical for dynamic networks that require recon guration
depending on the changing tra c patterns [30], [46], [47]. By having this time
information, dynamic networks can perform costly recon guration operations
in advance and reduce the impact on application performance.

1.3.1 Workload speci cation space

The requirements from workload speci cations vastly vary depending on the
systems and processes that utilize them. For physical data center network
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design and provisioning, it is essential to have insights across many cloud
workloads over a long period of time. Information like average bandwidth
requirements, maximum aggregated tra ¢ at any given time in the data center,
frequency of substantial tra ¢ changes, or general application sensitivity
to increase in latency all have a massive impact on how we deploy physical
infrastructure in data centers.

These general statistics about workload behavior help design large-scale
general-purpose physical systems. However, making intelligent decisions about
controlling and managing physical infrastructure requires more detailed
workload characteristics as well as predictingfuture behavior of the workload.
For instance, knowing the bandwidth requirement for a particular application
in the future, who the application communicates with, and how sensitive
the application is to congestion signi cantly impacts how we do routing,
congestion control, load balancing, or prioritize network ows.

Based on these observations, we can de ne the space of all workload speci-
cations with two dimensions: granularity and time. Granularity determines
what part of an application (or set of applications) is described with a work-
load speci cation. Coarse-grained speci cations describe the behavior of many
applications together. They aggregate information of thousands of programs
across the entire data center and provide insights like average or maximum
bandwidth requirements, distribution of network ow sizes, frequency of traf-
¢ pattern changes. Further, speci cations with ner granularity concentrate
on the behavior of a single application, while most ne-grained speci cations
describe critical features of individual network ows or even isolated network
packets.

On the other hand, the time dimension ranges from historical insights
about past application behavior to providing estimates about future events.

Note that both time and granularity are not completely discrete dimensions.
Instead, there is a continuum of workload speci cations. They range from
course-grained speci cations that describe past behavior to those that provide
ne-grained insights into the future.
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1.3.2 Workload speci cation in the cloud environment

There are multiple challenges cloud providers need to address before they
deploy speci cation-dependent systems and optimizations within their infras-
tructure.

How to obtain workload speci cations? One obvious approach would be to
ask cloud tenants to provide speci cations for their applications to the cloud
explicitly. For example, the application could provide its speci cation to the
cloud through a prede ned API call. Although appealing, this approach has
two signi cant aws. First, today's applications are not designed to under-
stand and express their speci cation automatically, which means that using
such APl would require substantial manual changes to many applications.
Second, and even more important, cloud users often do not even understand
the requirements of their applications. Sometimes, it is just fundamentally
impossible to know the exact characteristics because the performance and
behavior depend on external factors that application owners do not control,
e.g., number of concurrent users on the website.

Obtaining workload speci cations requires a lot of e ort from both cloud
tenants and cloud operators. Thus, they have to work together towards
building new concepts, frameworks, and APIs that automatically capture
and describe application behavior. This thesis explores this challenge in the
context of cloud networks and proposes new approaches to obtaining workload
speci cations (Y4, Y5).

How to design a system that leverages those speci cations to improve ef-
ciency? Typically, systems that rely on having workload speci cations
require changes across multiple layers of the cloud stack. Besides obtaining
the speci cation, cloud providers have to decide how to store and utilize
them. Some systems are distributed and can utilize the speci cations at
places where they are made (usually endhost machines) [37], while more
sophisticated scheduling and control algorithms require coordination and
collecting many speci cations at a centralized location to process them [38].
As a result, these centralized approaches compile a list of actions that should
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be applied to improve performance and e ciency. These actions are then
distributed back to network switches, middleboxes, and end-host machines.
To close the feedback loop, many of these components must monitor the
e ects of applied actions, which further increases the complexity of work-
load speci cation-based systems. In this thesis, we provide examples of such
systems in Y5.

How to guarantee performance improvementsNote that due to fundamen-
tal limitations, speci cations for some applications are not obtainable in
practice. Thus, cloud providers must support both workloads with known
and unknown speci cations. This has important implications for deploying
speci cation-based control systems in the cloud environment. Since obtain-
ing and leveraging knowledge requires substantial e ort from cloud tenants,
providers must make sure that moving a workload from unknown to known
category will be justi ed by signi cant performance improvement. However,
this is not easy to achieve for many systems and algorithms, as we will discuss
in this thesis (Y6).

How to utilize a workload speci cation that is incorrect or imprecise? In many
situations, the workload speci cation cannot be provided accurately either
due to limitations of the workload, e.g., the workload depends on enduser
actions, or because operators use heuristics and machine learning techniques
to obtain the speci cation. Thus, speci cation-based control systems must
be robust and deploy mechanisms that estimate the accuracy of individual
speci cations. On top of that, an additional challenge to those systems in
practice is malicious user behavior. Namely, cloud tenants can intentionally
provide wrong speci cations or tweak their applications to gain certain
bene ts in terms of performance or cost. For example, if short network
ows have higher priority, malicious tenants may report all their ows to

be short and gain a substantial performance boost. Thus, it is essential to
deploy defense mechanisms that will assure fairness and remove incentives
for misbehavior. We discuss these challenges in more details in Y6.

Next, we describe how we explore the workload speci cation space and
answer these critical questions in the context of this thesis.
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Fig. 1.1: We explore workload speci cation space by designing and analyzing
two systems: Iris and Flux.

1.4 Contributions

This dissertation focuses on improving the e ciency of cloud networks by
building systems that rely on network-speci ¢ workload speci cations. In
particular, we focus on answering three high-level research questions:

How to obtain network-speci ¢ workload speci cation in the cloud envi-
ronment?

How to create highly-e cient systems that leverage those speci cations
How to increase the use of workload speci cations in today's cloud?

We answer those three questions by creating systems and algorithms that
operate throughout the entire workload speci cation space: starting from
course-grained historical workload speci cations to ne-grained application-
speci ¢ speci cations that describe the future behavior of the workload. Also,
we contribute to both designing new physical infrastructure and improving
the e ciency of control algorithms on top of that infrastructure. Fig. 1.1



1.4 contributions 11

visualizes our contribution in workload speci cation space. We navigate
through that space by designing and analyzing two systems.

First, we proposelris [48]}, a novel all-optical network design that leverages
course-grained workload speci cations aggregated over long periods of time
to improve the e ciency of data center networks. In particular, Iris makes
an observation about tra ¢ stability between data centers thanks to historic
workload speci cations. That insight then allowed us to leverage cheap,
high-switching-latency equipment to create a novel optical ber-switching
network architecture. Our design lowers the cost of one of the most expensive
components of today's data center network infrastructure - regional cloud
networks and Data Center Interconnect (DCI) infrastructure. Namely, the
cost of today's DCI is so high that it forces cloud providers to compromise
on network latency and management exibility in order to keep the cost
within reasonable bounds. However/ris reduces the cost by7 on average
compared to today's solutions allowing cloud providers to design and build
a new generation of DCI that o ers the best possible performance to cloud
applications.

Second, we presenElux [49], a system that operates at the other extreme
of the workload speci cation space.Flux automatically predicts ne-grained
workload speci cations about future network-related behavior of individual
applications and uses them to improve network ow and co ow scheduling
e ciency. Predictions made by Flux allow deploying ne-grained bandwidth
allocation, avoiding congestion and enabling near-zero queuing to maximize
network utilization and minimize latency. Furthermore, the predictions also
allow smart packet prioritization that mitigates the head-of-line blocking
problem and improves the ow completion time by 11 compared to workload-
speci cation-agnostic systems.Flux achieves that while not requiring cloud
tenants to make any modi cations of their applications. Also, Flux does
not have any access to the application source code or the client's internal
infrastructure. Instead, it obtains advance knowledge by collecting resource

Results related to DCI design and Iris that are covered in this thesis are a result of
a collaboration with Microsoft Research Cambridge, and they were the subject of my
internship at the MSR Cambridge Lab.
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utilization statistics already available to cloud providers and applying machine
learning techniques to make predictions about future behavior.

As we will show, obtaining workload speci cations requires substantial
e ort from both cloud providers and/or cloud users. To make speci cation-
dependant systems practical, it is essential to create clear incentives for
everyone to invest time and e ort into obtaining the best possible workload
speci cations. Thus, as a part of this thesis, we analyzed and proposed a
set of techniques that formally guarantee that the system e ciency only
improves when more knowledge about workloads is added to the system. This
guarantee is critical for all systems that depend on application knowledge and
workload speci cations. Suppose additional e ort invested in obtaining that
knowledge could result in performance degradation. In that case, the systems
we proposed, together with other speci cation-dependent techniques, have
little chance to see widespread adoption in the modern cloud environment.

Here we provide a more detailed list of contributions of this dissertation:

We proposelris, an all-optical ber-switching network architecture
that leverages historic workload speci cations to lower the cost and
complexity of modern DCI design. We show that our architecture can
provide a factor of 7 cost savings compared to equivalent state-of-the-
art solutions while having minimal impact on latency, throughput, and
performance.

We designFlux, a framework for estimating ow sizes in advance by
looking at the past resource utilization of the application, history of
communication, and system-level parameters.

Obtaining workload speci cations on time, with low latency, can be
critical for providing performance bene ts. On the example of Flux, we
show how to achieve microsecond-scale latency in obtaining estimates
of future workload behavior using traditional hardware and hardware
accelerators.
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We evaluate the utility of inferred (often imprecise) ow sizes across
multiple scheduling techniques, nding signi cant bene ts compared to
today's scheduling algorithms that not to leverage workload speci ca-
tions, e.g., the improvement of 11 in terms of mean ow completion
time.

We analyze systems and algorithms that operate in environments with
partially available workload speci cations. We show that the impact

of increasing the amount of knowledge about workload behavior in
these systems does not always lead to performance improvements.
Surprisingly, sometimes more knowledge degrades performance.

We prove that there is a class of scheduling algorithms that carformally
guarantee better performance given more knowledge about the system.
Besides this formal performance guarantee, we list other requirements
from the speci cation-dependant systems that need to be satis ed
before major cloud providers adopt and deploy them.

1.5 Dissertation outline

This dissertation is organized in 7 chapters.

Chapter 2: Data Center Interconnect design- Before we present a system
that improves network e ciency by leveraging historical workload
speci cation, we have to provide su cient background to the challenge
that system is solving. Thus, we introduce the problem of designing
Data Center Interconnect (DCI) infrastructure. We analyze the design
goals as well as the technological and operational constraints that
in uence the process of building a DCI deployment. We show how the
design choices in uence network latency, data center sitting exibility,
implementation ease, and the overall infrastructure cost.

Chapter 3: A new generation of DCI - in this chapter we present
Iris, a new all-optical ber-switching approach to building physical
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DCI infrastructure that was enabled by insights made using historical
workload speci cation. We also present other DCI implementation
options based on electrical and wavelength switching. We evaluate their
key properties and comparing them tolris .

Chapter 4: Advance knowledge of ow sizes moving up in the network
stack and speci cation granularity, instead of improving physical in-
frastructure, here we focus on approaches that improve the network
control logic by exploiting ne-grained workload speci cations about
future program behavior.

Chapter 5: Learning ow sizes - we describeFlux, a hew machine

learning-based system for obtaining more knowledge about future net-
work demand of individual applications and evaluate how this informa-

tion can be used in existing and new scheduling algorithms to improve
network e ciency.

Chapter 6: Workload speci cation in practice - we discuss constraints
that must be met before speci cation-dependent systems are deployed
in practice. For instance, somewhat counterintuitively, we show that
adding more knowledge about a particular system does not guarantee
higher e ciency of that systems. Instead, it can degrade system's
performance. This property cloud completely discourage cloud providers
and users to invest e ort into obtaining workload speci cations. Thus,
we focus on a class of control algorithms thaformally guarantee that
additional knowledge can only improve e ciency of the system.

Chapter 7: Conclusion - we summarize the key results of this thesis
and provide directions for future research.
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DATA CENTER INTERCONNECT
DESIGN

We start exploring the workload speci cation space by demonstrating how
insights obtained using coursed-grained historic workload speci cations in-
uence the design decisions in deploying one of the most expensive parts of
modern cloud networks - Data Center Interconnect.

To support the growing demand for cloud resources today, major cloud
providers must build multiple data centers (DCs) within a relatively small
metro area around large cities. Those data centers, typically less thar20 of
them, interconnected with a high-bandwidth, low-latency network comprise
a cloud region. This fast network that cloud providers build and operate to
support only their needs and workloads is called Data Center Interconnect
(DCI).

In this chapter, we rst outline the design space of DCI topologies, ranging
from fully centralized ones with all DCs connected to one hub (in practice
two for reliability) to distributed ones that either eschew such hubs entirely or
reduce dependence on them by building closer or direct connectivity between
some subsets of DCs. We show that DCI design involves more nuance than
just the clichéd centralized-distributed dichotomy may suggest, eshing out
its complexity by: (a) analyzing data from several of Microsoft Azure's regions;
and (b) performing testbed experiments that demonstrate the physical-layer
constraints.

Our analysis shows that distributed topologies provide much lower DC-DC
latency than DC-hub-DC connectivity: compared to a centralized topology,
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latency reduces for at least 60% of DC-DC paths, and in more thar20% of
cases we analyzed, the latency i 2 lower.

The latency advantage is of high and growing value. By looking at the
needs and speci cations of today's applications, we observe that customers
are increasingly asking for lower latency service level agreements. For instance,
latency-sensitive applications like synchronous replication are going main-
stream at the region level [50]. While the latency advantage of direct DC-DC
connectivity is unsurprising, we also show that distributed topologies increase
exibility in choosing DC sites. In the analyzed regions, the area in which
new DCs could be located increases bg-5 with distributed topologies.

Unfortunately, as they would be implemented today, with electrical packet
switching, distributed topologies perform poorly compared to centralized
approaches across two key metrics: cost and complexity. The centralized
approach is much more cost-e ective, by as much as 7 in the settings
we studied, and is signi cantly easier to manage, requiring a much smaller
number of components. Thus, cloud providers need a distributed DCI network
design that can reduce the cost and complexityj.e., the number of ports,
while not sacri cing any network performance.

This chapter focuses on providing background on DCI design and de ning
constraints that play an essential role in the DCI design space. In the following
chapter (Y3), we propose a concrete DCI architecturelris , that leverages
coarse-grained historic workload speci cations and achieves low cost and
complexity.

Outline This chapter is organized as follows: in Section 2.1 we provide a short
history of cloud development that led to the need to build e cient DCI today.
Section 2.2 precisely de nes the problem of DCI design and provides the
main insights from today's cloud application speci cations, while Section 2.3
lists operational and technology-rooted constraints that shape the nal DCI
network design.
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2.1 Introduction to DCI design

Cloud computing's growth has forced commensurate scaling of data center
(DC) infrastructure. Until recently, such scaling meant building mega -DCs
with hundreds of thousands of servers across the world, and interconnecting
them into a wide-area backbone.

However, a di erent scaling strategy has quickly become standard industry
practice. Instead of serving each broad geographic area from just one or two
mega-DCs, in many geographies, large cloud providers have transitioned to
using a collection (typically 2-20) of smaller DCs within tens of kilometers
of each other, referred to as a region. This shift away from mega-DCs is
driven by two pressures: (a) the di culty of siting and provisioning large
facilities in or near dense metro areas due to limited resources such as land,
power and connectivity; and (b) application desire for fault tolerance in the
face of losing one or two large facilities to catastrophes like ooding and
earthquakes. These fundamentals have forced all of the largest DC operators,
including Amazon [51], Facebook [52], Google [53], and Microsoft [54], to
increasingly rely on such regions.

Large volumes of tra ¢ ow between DCs in a region, thus requiring a high-
capacity network typically referred to as a regional Data-Center Interconnect
(DCI). The growth of the DCI has led to it incurring signi cant costs for cloud
providers, as, for example, seen by the explosive increase in the total number
of 100G ports deployed: there are two orders of magnitude more regional
DC-to-DC ports than WAN-facing ports [54]. High capacity notwithstanding,
super cially, the design of such DCls appears trivial:

The number of DCs to interconnect is small.

Each DC has a known available capacity.

DCs are only a few tens of kilometers apart at most.
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Yet, as we shall show, DCI design is challenging due to several operational,
cost, and technological constraints that are di erent from those for both
intra-DC networks, and DC-WANSs used for inter-region connectivity. These
constraints lead to complex decisions on both the network's topology, and
how this topology is realized with appropriate switching technology.

2.2 The DCI network design problem

A regional DCI connects5-20 DC sites within tens of kilometers. The problem
of network design in this setting requires4 inputs :

DC site locations . Our focus is the network; DC siting is itself
an interesting problem but requires separate treatment as many of
the involved factors are non-networking, e.g., the particular buildings
available, their cost, connectivity to not just network providers, but
power and ground transit infrastructure, etc.

DC capacities . Based on each DC's size and other business factors,
we know each DC's network capacity,i.e., how much tra c a DC can
maximally send or receive to other DCs in the region. For convenience,
we translate the Gbps capacity into a number of bers, e.g., capacity

B GbhpstranslatestoB/c  bers, where is the number of wavelengths
per ber, and C the bandwidth per wavelength in Gbps. In this example,

P = B/c is the number of electrical ports,i.e., transceivers, required
at each DC.

Fiber map . The region's available ber is known in terms of ber
ducts between two types of nodes: DCs and ber huts, which are in-
termediate nodes housing switching and other equipment like ampli ers.
Where convenient, huts can co-exist with DCs. For our purposes, ber
ducts are unconstrained in the ber available to lease: each ber duct
contains hundreds of individual bers, with typically only a fraction
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of those lit. This is standard industry practice to amortize the cost of
constructing a duct.

Component failure model Network devices fail over time. Failures
like ber cuts or transceiver/switch malfunctioning can have a severe
impact on cloud application performance. Since even the slightest
degradation in network performance has a substantial in uence on
distributed workloads [26], [55], cloud providers must make sure that
failures are resolved in the order of several seconds. In this thesis, we
work with a simpli ed failure model where we provision additional
capacity to support up to Fpnax Simultaneous ber duct cuts, given that
the cuts of the entire duct are one of the most damaging failure types.

The above inputs areoutside the network designer's control. DC sites, ca-
pacities, and the maximum number of failures allowed are set by operational
needs. Expanding the ber map is possible in some regions but is typically
avoided: it is time-consuming, has a high up-front cost, and is unlikely to
improve routes, especially in dense metro areas that already have plentiful
ber and are space-constrained against further expansion.

A simple example of DCI input speci cation is shown in Fig.2.1. The
region's ber map, including all available ber huts and ducts, is demonstrated
in Fig.2.1(a), and the 4 DCs the operator has built or plans to build in this
region are shown in Fig.2.1(b). For this running example, we will assume
that all DCs have the same capacity off bers each.

Given the DC sites, capacities, and ber map, we must decide on the
following outputs :

Topology . Which DC-DC connections aredirect, i.e., without needing
intermediate routing at other DCs or huts? This decision dictates the
subset of the ber map that is used, i.e., which huts and ducts are
needed.

Capacity . What number of bers are leased in each ber duct?
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() (b)

© (d)

(e)

Fig. 2.1: DCI design example: (a) The ber map containing all available ber
ducts and huts. (b) The region has 4 DCs for which DCI connectivity is
to be determined. (c) The centralized approach uses a hub to which all
DCs connect; in practice, 2 hubs are used for resilience, but only one is
shown for clarity. (d) An extreme version of the distributed approach,
with all pairs of DCs connected directly to each other. (e) A sparser
distributed approach, with two pairs of DCs each pair connects to a
hub, and the two hubs connect to each other.
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Switching . how is switching (e.g., electrically vs. optically) imple-
mented at the DCs and huts?

Loosely, one can think of the topology and capacity decisions as provisioning
problems, answers to which depend on the desiggoals: Do we insist on
shortest path connectivity, or are longer paths acceptable? Do we provision
non-blocking connectivity between all DCs, or is an oversubscribed fabric
acceptable? How much failure resilience do we need in terms of fail-over
paths?

On the other hand, switching is more tied to implementation: What equip-
ment is used at DCs and ber huts, and how is it interconnected such that it
correctly instantiates the topology and capacity decisions? The industry's
standard method of switching is to deploy electrical switches. The data travels
on each ber in optical wavelengths, and at given switching points, it leaves
the optical domain, such that switches can reroute data as necessary.

However, there is a complex interplay between topology and capacity and
switching: the switching technology can placeconstraints on the topology.
For instance, an uninterrupted run of ber, without ampli cation or termina-
tion at a DC or hut, referred to as a ber span, cannot be longer than a
particular length.

While we will make the goals and constraints more precise in Y2.3, the
above context su ces to examine the design space and trade-o s for DCI
networks in terms of two broad approaches.

The centralized approach  uses a hub-and-spoke topology: DCs in a region
all connect to a centralized hub. In the example in Fig.2.1(c), one of the huts
is used as a hub, and no other huts are used. There are no direct DC-DC
connections, with all connectivity going through the hub. For a non-blocking
interconnect, the ber ducts connected directly at the four DCs will carry

f ber-pairs to connect each DC's full capacity to the hub, where su cient
switching hardware must be provisioned. The remaining central duct carries
the 2 f ber-pairs from the two DCs on the right.
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For simplicity, we illustrate and discuss only one hub in our example, but
for failure resilience, two hubs are used, and each DC connects to both. The
hubs provide a big switch abstraction, whereby all DC-pairs are connected
in a non-blocking fashion to each other. This approach is presently used in
Microsoft Azure [54].

The distributed approach directly connects DCs to each other. An ex-
treme version of this approach would build all pairs of DC-DC connections,
i.e., O(n?) for n DCs, like in Fig.2.1(d). In this example, for non-blocking
connectivity, 3 f ber-pairs are needed at the four ber ducts that originate
at the DCs (one ber-pair each for the other three DCs), with 12 f ber-pairs
on the central duct. We also highlight here the aforementioned interplay with
switching: due to technology constraints, it may not be possible to instantiate
this design as is,e.g., because some of the DC-pairs that we want to connect
directly are too far to be connected over an uninterrupted ber span, and
need ampli cation at a hut in between.

More generally, one can build a variety of sparser distributed networks,
with some DC-DC pairs eschewing direct connectivity in favor of transit
through other DCs or huts. An example of this is shown in Fig.2.1(e), where
two pairs of DCs connect to hubs, with the hubs connecting to each other.
In this case, for non-blocking connectivity, f ber pairs are needed on the4
DC-incident ber ducts, and 2 f ber-pairs on the central duct. From public
resources [51], it appears Amazon AWS broadly uses this approach.

Note: In the above discussion, we highlighted the amount of ber used
primarily to clarify how di erent connectivity models can be instantiated
atop a given ber map. However, the impact of the design choices is much
deeper than just the quantity of ber used. Di erent solutions achieve vastly
di erent outcomes in the following design dimensions: performance, reliability,
operational exibility, and cost, as we discuss next.
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Fig. 2.2: DC-hub-DC paths can sometimes be
much longer than DC-DC ones.

2.2.1 Dimension #1: Latency

An obvious distinction in the centralized and distributed models is the
propagation latency they provide between DCs the distributed approach,
provided the right DC-DC links are provisioned, can substantially lower
latency by eschewing transit through a hub. Fig.2.2 demonstrates this contrast
in the Tokyo region.! The two hubs are located South of two of the DCs in
the region. The DC-hub connections are53km to 60 km in terms of ber
distance, resulting in a maximum DC-DC roundtrip latency of 1.2ms In
contrast, a direct DC-DC connection of 19 km would achieve a0.2 mslatency,
a6 latency reduction.

Fig.2.3 investigates this latency in ation by using Microsoft Azure's DC
locations across 22 regions. In some cases, direct DC-DC paths can reduce
roundtrip propagation latency by several times, similar to the example in
Fig.2.2; in more than 20% of cases, the reduction is more thar2 2. As not

Example regions and ber maps used throughout the paper use mock-up drawings that

resemble but do not represent Microsoft Azure's network maps.
Inter-connecting DCs within Availability Zones [54] may alleviate some of this latency

in ation of centralized topologies similar to semi-distributed topologies as in Fig.2.1(e).
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Fig. 2.3: Latency in ation of paths via a hub compared to direct ones.

all DCs are connected to one another in these regions, we estimate DC-DC
latency using an industry rule of thumb: multiplying the geo-distance by
2 [56], [57].

The astute reader will notice from Fig.2.2 that part of the reason the
DC-hub-DC paths are much longer is that both hubs are close to each other
if they were more spread out in the region, in many cases, at least one
hub-path could be much shorter. Unfortunately, the hub placement is not
this exible, as we discuss next.

2.2.2 Dimension #2: Siting exibility

Bounding DC-DC latency requires constraining the locations of DCs and
hubs. The maximum latency allowed between any two DCs is typically
speci ed in Regional Service-Level Agreements (SLAs) that implicitly de ne
the maximum DC-DC ber distance Azure limits ber-distance to 120 km
for any DC pair [54]. Analyzing data from Microsoft Azure's regions shows
that the resulting siting constraints are much more rigid for the centralized
design than the distributed one, making the latter preferable for maximizing
deployment exibility.
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Fig. 2.4: Reliability vs. exibility in the centralized approach. The circles are for
intuition; in practice, we must consider real ber distances.

For the centralized approach, the 120km limit restricts each DC-hub
connection to at most 60 km of ber. Thus, once the hubs are placed, a
service area for placing DCs is determined as the intersection of theiB0 km-
radii, as shown in Fig.2.4. Comparing the left and right parts of Fig.2.4, we see
that placing hubs close to each other would maximize the permissible service
area (intersection). But this comes at the cost of latency and reliability: (a)
if hubs are placed close to each other, DC-hub-DC paths can be longer; and
(b) if one hub is lost to a catastrophic event, the other is more likely to be
also a ected if it is nearby. Thus, in practice, operators using a centralized
DCI approach must trade-o latency and reliability if they want greater DC
siting exibility.

In contrast, by eschewing hubs, the distributed approach simpli es DC
siting and alleviates the di cult exibility-reliability trade-o . We show in
Fig.2.5 this contrast visually for 4 regions, in the form of permissible area for
siting one new DC given existing DCs or hubs. The top and bottom rows of
the gure are for the same regions, except in the top row, the hubs are placed
nearby (within 4km to 7 km of each other), while in the bottom row, they
are farther apart (20 km to 24 km). For the centralized approach, the service
area is smaller when the hubs are closer. The service area for the distributed
approach remains the same across the top and bottom rows as it does not
use or depend on hubs. In each case, the distributed approach allows a much
higher exibility in picking DC sites. This analysis uses real ber maps and
distances and the same criteria as cloud operation teams follow for DC and
hub placement.
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